Manage My Health Cyber Info Drop in Session, 7 Jan, 2025
Meeting Recording Copilot notes 

Manage My Health Data Breach Response and Notification Process: notification process for affected patients, communication challenges, and the roles of practices and MMH in managing the incident.
Scope of Affected Patients: approximately 980 patients are currently identified as affected by the MMH data breach, but this number may change as more information becomes available. The affected group includes patients who may not currently be enrolled with a practice but were previously associated with MMH, making it important for all practices to stay informed.
Notification and Communication Process: notifications to affected patients will be staged over several days, with practices being informed before patients are contacted. The process involves email as the primary method, with follow-up via other channels if necessary. MMH will provide affected patients with information on which documents were breached and an 0800 number for support, but this number is not being widely advertised to avoid overwhelming the helpline.
Practice and Patient Support Pathways: We have support pathways for affected patients, including referrals to services such as the Brief Intervention Service and Access and Choice. The team is working on processes to prioritise support for those impacted by the breach, with further resource information expected to be released soon.
Legal and Responsibility Questions: Manager raised questions about the legal responsibilities of individual practices regarding the breach. Damon clarified that the legal position and liability are still under discussion with the Privacy Commissioner, and that MMH is expected to handle notifications on behalf of the sector, though practices should inform patients if asked directly.
Communication Challenges and Media Involvement: Participants, including Damon and Janette, expressed frustration with MMH's communication, noting delays and unclear messaging. There was concern about the use of email for notifications and the potential for increased media attention as notifications begin, with practices advised to prepare for heightened patient inquiries.
Account Closure and Data Deletion Procedures:  There are challenges related to closing MMH accounts and ensuring data deletion, highlighting confusion among practices and patients about who can initiate account closure and the reliability of the process.
Practices can now close MMH accounts through Medtech by navigating to the Manage My Health tab and selecting the option to close the account. This feature was introduced shortly before the breach, and there is uncertainty about whether it fully deletes patient data.
We have understood that only the user (patient) can close their MMH account directly with MMH, and practices cannot do this on behalf of patients. This has led to confusion, as some practices assumed that moving away from MMH or changing practice management systems would automatically close accounts, which is not the case.
Practices are taking extra precautions, such as maintaining spreadsheets to track closure requests, due to uncertainty about the effectiveness of the process.
System Access and Administrative Rights: Manager advised that only users with System Administrator rights in MMH can access certain reports and account management features. If staff cannot see the relevant options, their access level may need to be updated in Medtech.
Technical and Operational Updates to MMH Platform: The app is being redirected to the browser version but this is causing ongoing issues with app updates and system performance.
This change is intended to ensure users can access all features while updates are pending.
There are now concerns about potential website crashes and timeouts as large numbers of users attempt to access the portal for notifications, especially given the scale of the user base (1.8 million people). Efforts are being made to increase platform resources to handle the expected surge in traffic.
Centralised Resource Hub: Damon mentioned that a centralised webpage has been created to collate resources, updates, and tips for practices affected by the MMH breach. Practices are encouraged to suggest additional content for inclusion.
Ransom Status: Damon clarified that, to his knowledge, no ransom has been paid to the hackers, despite media speculation and direct contact between journalists and the hackers, which has led to confusion.
Public Messaging and Notification Clarity: Discussion about the need for MMH to clarify its public messaging, particularly to avoid implying that practices are responsible for managing the breach, and to ensure that patients receive accurate information about their status.

Communication Language Clarification: Obtain confirmation from Manage My Health that they will change their communication language to clarify they are not managing the breach on behalf of practices. (Damon)

